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counselling, advice or support e.g. from Student Services, and such processing was in the 
substantial public interest, we would do so in reliance on this condition. All information 
held in counselling records is treated confidentially and stored securely and all 
counsellors comply with professional guidelines.  
 
Paragraph 18 – Safeguarding of children and of individuals at risk 
 
The University admits students who are under 18, as well as those over 18, to our courses 
and to our accommodation. We rely on this condition to process data about applicants’ 
and students’ criminal convictions, in certain circumstances, to enable us to identify and 
manage any potential risks to the University community. Where information about criminal 
convictions is obtained as part of a Disclosure and Barring Service (DBS) check, it will be 
stored and retained in line with DBS requirements. We may also rely on this condition to 
process information about employees’ criminal convictions, if appropriate. 
 
We also rely on this condition to process special category data for the purposes of 
safeguarding children who are under 18, or individuals who are over 18 and at risk, where 
there is a substantial public interest and we are unable to obtain consent for the 
processing. This condition is most likely to be relied upon where we act in students’ best 
interests to provide support via our Student Services teams.  
 
E Data protection principles 
 
When processing personal data, anyone to whom this policy applies will comply with the 
six data protection principles set out in Article 5 of the UK GDPR. These are principles of 
good practice and compliance is a requirement of the data protection legislation, 
enforced by the Information Commissioner. The principles are summarised below, along 
with an explanation of how the University will comply with them whenever we process 
special category data or data about criminal convictions in reliance on a condition from 
Part 1, 2 or 3 of Schedule 1 DPA, as set out in this policy:  
 
1. Processed lawfully, fairly and in a transparent manner 

 
The data protection legislation is not intended to prevent the processing of personal data, 
but to ensure that it is done fairly and in a transparent manner and without adversely 
affecting the rights of the data subject. In every case set out in Section D, the data subject 
will be told who the controller is, the purposes for which the data are to be processed and 
the identities of any other parties to whom the data may be disclosed or transferred, 
among other things. This information will be provided to the data subject in a privacy 
notice 
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6. Secure (integrity and confidentiality)  
 

In every case set out in Section D, we will ensure that appropriate technical and 
organisational measures are taken to protect against unlawful or unauthorised processing 
of personal data and against the accidental loss of, or damage to, personal data (see 
section F of UCLan’s Data Protection Policy for further information). 
 
F Retention and erasure of personal data 

 
As set out under Principle 5 in Section E, in every case set out in Section D, personal 
information will be managed in line with the University’s Information Management Policy 
and Retention Schedule, which provide guidance on how long certain types of 
information should be retained and when and how they should be destroyed. Staff will 
consult the Information Governance pages of the UCLan intranet for the current guidance. 
 
Any information which forms part of a student record will usually be retained for six years 
following graduation or withdrawal, although there are some exceptions to this which are 
set out in UCLan’s retention schedule.  
 
Any information which forms part of an employee record will usually be retained for six 
years after the termination of employment. Some information will be retained for longer, 
for example occupational health records will be retained for 40 years after the termination 
of employment.  
 
Any information about criminal convictions of staff or students which has been obtained 
as part of a DBS check (rather than via other routes) will be retained in line with current 
DBS requirements.  
 
G Breach of the policy 
 
This policy is based on the requirements of the data protection legislation; therefore 
breach of the policy may be a breach of the law. If a person is concerned that the policy 
has not been followed in respect of personal data about themselves or others, that person 
should raise the matter with the Information Governance Manager & Data Protection 
Officer. 
 
H Glossary of terms 
 

Data Information which is stored electronically (on any 
media), on a computer (including in emails) or in most 
non-electronic filing systems or other manual records. 

Personal data Data relating to a living individual who can be identified 
from that data (or from that data and other information 
in our possession or likely to come into our possession). 
Personal data can be factual (such as name, address, 
date of birth) or it can be an opinion (such as aspects of 
an employment reference). Information can be 
personal data without including a person’s name. 
Personal data may also be referred to as ‘personal 
information’.  

Special category data 
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• Racial or ethnic origin; 
• Political opinions; 
• Religious or philosophical beliefs; 
• Trade union membership; 
• Genetic data; 
• Biometric data used to uniquely identify someone; 
• Health data 
• Sexual life or sexual orientation.   
 
Information relating to actual or alleged criminal 
offences or convictions, and any proceedings in 
relation to the same, is treated in a similar way to 
special category data. Processing these types of 
information is prohibited unless certain lawful bases 
apply.  

Processing Any activity which involves the data. It includes 
collection, recording, organisation, structuring, storage, 
adaptation or alteration, retrieval, consultation, use, 
disclosure by transmission, dissemination or otherwise 
making available, alignment or combination, restriction, 
erasure or destruction. 

Data subject The individual the data relates to and for the purpose of 
this policy, data subjects include all living individuals 
about whom we hold personal data. A data subject 
need not be a UK national or resident. All data subjects 
have legal rights in relation to their personal data. 

Data 
controller/Controller 

The natural or legal person, public authority, agency or 
other body which, alone or jointly with others, 
determines the purposes and means of the processing 
of personal data. UCLan is a controller.   

Privacy notice A statement provided to data subjects when or before 
their personal data is collected which explains who the 
controller is, what their information will be used for, to 
whom it may be disclosed for these purposes 
(particularly any external third parties) and any other 
information they may need to know in order to ensure 
that the processing is fair, as set out in Article 13 and 14 
UK GDPR.   

Information 
Commissioner 

An independent regulator who reports directly to 
Parliament. The Information Commissioner is 
responsible for regulating and enforcing data 
protection legislation in the UK and provides advice 
and guidance about compliance to organisations and 
members of the public.  

 


	

